THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

scoumon, 0CT 2 2003

AND LOGISTICS

MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT: Radio Frequency Identification {(RFID) Policy

This memorandum establishes policy for the use of RFID within the Department of Defense
(DoD) and initiates a strategy to take maximum advantage of the inherent life-cycle asset
management efficiencics that can be realized with integration of RFID throughout DoD.

Within the collective suite of Automatic Identification Technology (AIT) applications, RFID
is a family of technologies that enables hands-off processing of materiel transactions.
Employment of RFID allows us to re-apportion critical manpower resources to warfighting
functions and to streamline our business processes, in partnership with industry, that will benefit
both of our enterprises. Attachment | provides additional background on RFID.

This policy directs the use, within vur business processes, of the high data capacity active
RFID currently used in the DoD operational environment. DoD Components will immediately
implement the business rules (Attachment 2) to ensure continued support for ongoing Combatant
Commander in-transit visibility requiremients and operations. These rules may be amended as o

result of the ongoing Operation Iraqi Freedom Logistics Objective Assessment,

Additionally, the DoD will be an carly adopter of innovative RFID technulugy that
leverages the Electronic Product Code (EPC) and compatible RFID tags. Our policy will require
suppliers to put passive RFID tags on lowest possible piece part/case/pallet packaging by
January 2005. We also plan to require RFID tags on key high value items. The DoD
Components will establish initial capability to read RFID tags at key sites to be prepared for the

Janvary 2005 implementation. We wiil develop business rules based on the results of initial
RFID projects to be completed and analyzed no later than May 2004 We will issue a final
version of this policy in July 2004,

We must take advantage of the inherent capabilities of RFID to improve our business
functions and facilitate all aspects of the DoD supply chain. RFID recorded events will be used
as transactions of record within maintenance and supply automated information systems.
Additionally, we will use RFID to improve data quality, item management, asset visibility, and
maintenance of materiel. Use of RFID supports DoD policy for Unique 1dentification (UTD) and
facilitates use of the UID to identify matcricl across all logistics functional arcas.

Streamlining our business process through RFID will take a substantial effort and I invite
you to participate collaboratively in this endeavor. To that end, Mr. Alan Estevez, Assistant

<



Deputy Under Secretary of Defense (Supply Chain Integration), is leading a DoD RFID
lmplcmcntat:on Integrated Product Team (IPT), supported by the DoD Logistics AIT Office.
This IPT will fusther refine this RFID policy, develop a iong-range implementation strategy, and
identify pilot opportunities for initial implementation of emerging RFID capabilities. The IPT
will also determine - in concert with our industry partners — the lowest possible application of
RFID capabilities in each segment of the DoD supply chain. Iexpect this IPT to:

e Conduct a DoD RFID Policy Kick Off by October 2003 10 educare/inform DoD
Components on the technology and standards

o Implement initial RFID projects by January 2004 to demonstrate applications of the
technology in our business processes

e Conduct an RFID Sumsmit for Industry by February 2004 to solicit comments from
our suppliers on the proposed new policy.

e Complete an analysis of the initial RFID projects by May 2004 to provide lessons
learned 10 frame the final policy.

¢+ Provide a final RFID policy and implementation strategy by June 2004.

The implementation and integration of RFID will impact, over time, both legacy and new
systems development across the DoD. An element eritical to the future soccess of this
technology will be the institutionalization of Scrvice/Joint processes and procedures. As such,
DoD Components may need to consider near-term budget adjustments, as required, to suppart
high data capacity active RFID requirements and should also include long term requirements
during the development of Service/Agency Program Objective Memorandum (POM) input in the
upcoming Program/Budget process and plan for the full ntegration of RFID into DoD business
processes, the associated information systems, and the DoD Business Enterprise Architecture.

This effort is vritical to Logistics Transformation and my plan is to make RFID application
at the lowest possible piece part/case/pallet level a mandatory requirement for all suppliers no
later than January 2005. Your cooperation and efforts, through the IPT, will be critical to our
success in meeting this requirement.

Attachments:
As stated
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BACKGROUND ON THE USE OF RFID IN THE DOD SUPPLY CHAIN

Attachment 1 — Background and requirement for RFID in the DOD Supply Chain
General Overview

RFID systems carry data in suitable transponders, generally known as tags, and retrieve data, by
machine-readable means, at a suitable time and place to satisfy particular application needs.
Tags have a discrete memory capacity that varies from a small license plate to thousands of
records. Data within a tag may provide any level of identification for an item during
manufacture, in-transit, in-storage, or in-use. With additional data, the tag may support
applications that need item-specific information. For example, shipment consignee or
destination ports can be readily accessed upon reading the tag. In addition to tags, an RFID
system requires a means for reading or “interrogating” the tags to obtain the stored data and then
some means of communicating this tag data to a DoD logistics information system.

Why RFID is essential to the DoD Supply Chain

The use of RFID in the DoD supply chain has the potential to provide real benefits in inventory
management, asset visibility, and interoperability in an end-to-end integrated environment.
RFID encapsulates the data accuracy advantages inherent in all types of automatic identification
technology (AIT). Additionally, RFID is a totally non-intrusive methodology for data capture
(requires no human intervention), is non-line of sight technology, and is a technology that may
possess both read and write options within the same cquipment item.

RFID addresses a key challenge that has been noted at every node within the DoD supply chain -
lack of visibility of item data. As an integral aspect of the overarching suite of AIT capabilities,
RFID will become a key technology enabler for the DoD logistics business transformation and
will support long-term integration of the Unigue Identification (UID) into the DoD end-to-end
supply chain. RFID (both active and passive) is required by DaD to:

Provide near-real time in-transit visibility for all classes of supplics and materiel
Provide “in the box” content level detail far all classes of supplies and materiel
Provide quality, non-intrusive identification and data collection that cnables enhanced
inventory management
® Provide ¢nhanced item level visibility

RFID Policy Scope and Definition

RFID policy and the corresponding RFID tagging/labeling of DoD materiel are applicable to all
ttems except bulk commodities (i.e., bulk liquids, sand, gravel etc.).

The types of RFID used within DoD will be driven primarily by the supported functional
logistics business process with the goal of an integrated capability across all business processes
and throughout all echelons of the DoD supply chain. Interoperability with our commercial
business parners/suppliers will support the goal of streamlining the DoD supply chain.



BACKGROUND ON THE USE OF RFID IN THE DOD SUPPLY CHAIN

Attachment 1 - Background and requirement for RFID in the DOD Supply Chain

RFID in the context of DoD usage falls into three broad categories based primarily on the
technology currently in existence — active RFID, passive RFID, and semi-passive RFID. Active
RFID uses an internal power source (battery) within the tag to continuously power the tag and its
RF communication circuitry. Passive RFID relies on RF energy transferred from the
reader/interrogator to the tag to power the tag. Semi passive RFID uses an internal power source
to moniter environmental conditions, but requires RF energy transferred from the
reader/intermogator similar to passive lags (o power a tag response.

Active RFID allows extremely low-level RF signals to be received by the tag (since the
reader/interrogator does not power the tag), and the tag (powered by its intemal source) can
generate high-level signals back (o the reader/interrogator. Active RFID tags arc continuously
powered, whether in the readerfinterrogator field or not, and are normally used when a longer tag
read distance is desired.

Passive RFID tags reflect energy from the reader/interrogator or receive and temporarily store a
small amount of energy from the reader/interrogator signal in order to generate the tag response.
Passive RFID requires strong RF signals from the reader/interrogator, and the RF signal strength
returned from the tag is constrained to very low levels by the limited energy. Passive RFID tags
are best used when the tag and interrogator will be close to one another.

Semi-passive RFID tags use a process to gencrate a tag response similar to that of passive tags.
Semi-passive tags differ from passive in that semi passive tags possess an internal power source
(battery) for the tag's circuitry which allows the tag to complete other functions such as
monitoring of environmental conditions (temperature, shock) and which may extend the tag
signal range.

Historv of RFID in DoD

Both active and passive RFID technologies have been used in commercial business applications
spanning the late 1980s through today. RFID has been used in systems, such as toll road

applications (EZ-Pass), and used extensively for retail theft prevention (EAS-electronic article
surveillance).

Within DoD, active RFID has been the technology application for in-transit visibility (ITV)
applications on major end items and consolidated carge moving via the Defense Transportation
System (DTS). The current DoD environment for use of active RFID encompasses all Services,
Agencies, and Combatant and Supporting Commands to provide the ITV necessary for the
proper exercise of statutory Directive Authority for Logistics.

Use of passive RFID technologies in DoD has been limited to smaller pilots or proof of principle
applications with no extensive development or use within the DoD to date.



BACKGROUND ON THE USE OF RFID IN THE DOD SUPPLY CHAIN

Attachment 1 - Background and requirement for RFID in the DOD Supply Chain

RFID in the DoD Supply Chain

Emerging RFID technologies and capabilities encompass both active and passive technologies
that enable an end-to-end system with the technology tailored to each specific portion of the
supply chain. These technologies will leverage the work of the Auto-ID Center in the
development of the Electronic Product Code (EPC) which is an inherent element of future RFID
tagging/labeling in the commercial retail arena. DoD will embrace the use of commercial
documentation standards (ISO standards) which will facilitate our partnership with industry and
expedite efficiencies that will benefit both enterpnises.

DoD RFID application requirements will be determined by answering the fundamental questions
relating to RFID in the context of the specific supply chain function. These questions are:

e How Far — What must be the distance of the RFID tag read range?

» How Many ~ What is an acceptable or desired quantity of RFID tags to be read in the
field of view of the reader/interrogator trying to collect and communicate data to a
supporting Automated Information System (AIS)?

¢ How Fast — How fast is the RFID tag moving (conveyor belt, forklift, truck/motor
vehicle, rail car, container crane, etc.) and how long will the RFID tag remain in the field
of view of the reader/interrogator trying to collect and communicate data to a supporting
AIS?

e How Much — What is the amount of data required to be stored on an RFID tag and then
transmitted to a supporting AIS?

RFID applications span the length of the DoD supply chain to include:

« Receipt - Includes automatic update of inventory and valuation.

s Storage/ Issue — Includes inventory management.

s+ Transportation — Includes movement and consolidation for trans-shipment.
+ Maintenance — Includes movement tracking and assembly/disassembly.

s Disposal - Includes hazardous material tracking.

RFID Standards
The Dol will adhere to the appropriate ISO standards for RFID by types as fullows:

+ Technology — standards that apply to the specific technology; parameters and technical
specifications by frequency.

» Data Content — standards that apply to the makeup and use of the data — Syntax and
Semantics.

¢ Conformance — standards that apply to the media produced — quality and test
specifications.

e Application - standards that apply to the various applications - freight containers,
returnable containers, tire and wheel identification, supply chain applications.



BACKGROUND ON THE USE OF RFID IN THE DOD SUPPLY CHAIN
Attachment 1 - Background and requirement for RFID in the DOD Supply Chain

In keeping with the development and adherence to intemnational standards for RFID, the
following are notional application levels for RFID tagging. The diagram depicts these same
levels in graphical view along with the applicable standard.

Layers of Logistics Units and Applicable Standards (RFID)
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Layer 5 - Movement Vehicle (truck, aircraft, ship, train)

o Layer 4 - Freight container (20 or 40 foot SeaVans, 463L Pallets with net,): An article
of transport equipment:

* Of a permanent character and accordingly strong enough to be suitable for
repeated use.

» Specially designed to facilitate the carniage of goods by one or more modes of
transport, without intermediate reloading.

= Fitted with devices permitting its ready handling, particularly its transfer from
one mode of transport to another.

* 50 designed as to be casy to fill and empty.

» Having an internal volume of 1 m* or more.



BACKGROUND ON THE USE OF RFID IN THE DOD SUPPLY CHAIN

Attachment 1 - Background and requirement for RFID in the DOD Supply Chain

The term “freight container” includes neither vehicies nor conventional
packing.

e Layer 3 - Unit Load (Warehouse pallet, tri-wall packaging, commercial fiberboard
packaging): One or more transport units or other items held together by means such as
pallet, slip sheet, strapping, interlocking, glue, shrink wrap, or net wrap, making them
suitable for transport, stacking, and storage as a unit. In distribution, an item or assembly
of items assembled or restrained for handling and transportation as a single entity.

» Layer 2 - Transport Unit (cartons, boxes — second level packaging): Packaging designed
10 contain cne or more articles or packages or bulk material for the purposes of transport,
storage, handling and/or distribution.

e Layer |1 - Package (first level packaging — the “bubble pack™): The first tic, wrap or
container of a single item or quantity thereof that constitutes a complete identifiable pack.
A product package may be an item packaged singularly, multiple quantities of the same
ilemn packaged together or a group of parts packaged together.

s+ Layer 0 - Product item (individual item): A first level or higher assembly that is sold in a
complete end-usable configuration.



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Attachment 2 - RFID in support of Combatant Command Asset Visibility

RFID Business Rules to meet Combatant Command Asset Visibility Requirements

Existing Active Data-Rich RFID Use in DoD

This policy includes business rules for active data-rich RFID implementation in support of
Combatant Commander baseline requirements and applies to all Military Services, Combatant
and Supporting Commands and DoD Agencies.

Sustainment Cargo

All Layer 4** Freight Containers (e.g. 20/40 foot sea vans, large engine containers) and
palletized (463L air pallets) sustainment shipments must have active data-rich RFID tags
written with content level detail (nomenclature, stock number etc.) and applied at the point of
origin by all activities (including vendors) stuffing containers or building air pallets.
Containers and pallets reconfigured during transit must have RFID tags updated to accurately
reflect new contents by the organization making the change.

Unit Movement Equipment and Cargo

All Layer 4 Freight Containers (e.g. 20/40 foot sea vans, large engine containers) and
patletized (463L air pallets) unit move shipments, as well as all major organizational
equipment, must have active data-nch RFID tags written with content level detail
(nomenclature, stock number etc.) and applied at the point of origin by all activities (including
contractors) stuffing containers or building air pallets. Exception to this requirement applies
to self-deploying aircraft and ships.

Ammunition Shipments

All Layer 4 Freight Containers (e.g. 20/40 foot sea vans) and palletized (463L air paliets)
ammunition shipments must have active data-rich RFID tags written with content leve) detail
(nomenclature, stock number etc.) and applicd at the point of origin by all activities (including
contractors) stuffing containers or building air pallets.

Prepositioned Materiel and Supplies

All prepositioned stocks on War Reserve Materials (WRM) not already issued must have
active data-rich RFID tags written with content level detail {(nomenclature, stock number etc.)
and applied at the point of origin by all activities (including contractors). Execution for aftoat
assets will be completed during normal maintenance cycle or sooner as desired.



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Attachment 2 — RFID in support of Combatant Command Asset Visibility
RFID Tag Files

All active data-rich RFID tag files will be written with content level detail (nomenclature,
stock number, etc.) in accordance with appraved formats and sent to the regional [TV servers
for further transmission to GTMN and other global asset visibility systems as appropriate.
Transmission must be in accordance with established DoD data timeliness guidelines,

RFID Infrastructure

U.S. TRANSCOM will ensure that designated strategic CONUS and OCONUS aerial ports
and seaports (including commercial ports) supporting OPLANSs and military operations have
RFID equipment (interrogators, write stations, tags, brackets) with read and/or write
capability to meet Combatant Commander requirement for asset visibility. This capability
may be fixed or mobile but capable of being fully integrated into automated information
systems in order that RFID recorded events become automatic transactions of record.

Military Departments and Combat Support Agencies are responsible to ensure sufficient
RFID equipment (interrogators, write stations, tags, and brackets}) is appropriately located to
fully support Combatant Commander OPLANSs and military operations. This RFID capability
will be fully integrated into existing and future logistics automated information systems in
order that RFID recorded events become automatic transactions of record. Geographical
Combatant Commanders may direct Service Components/Combat Support Agencies to
acquire, operate, and maintain other theater supporting RFID infrastructure to meet changing
theater operations.

As a general rule, an organization responsible for port or logistics node operation is also
responsible for installing, operating, and maintaining appropriate RFID capability.
Additionally, when responsibility for operating a specific port or node changes (e.g. aerial
port operations change from strategic to operational), the losing activity is responsible for

coordinating with the gaining activity to ensure RFID capability continues without
intermuption.

RFID Funding

The cost of implementing and operating RFID technology is considered a normal cost of
transportation and logistics and as such should be funded through routine Operations and
Maintenance or Working Capital Fund processes. It is the responsibility of the activity at
which containers, consolidated shipments, or air pallets are built or reconfigured to procure
and operate sufficient quantities of RFID equipment (interrogators, write stations, tags,
brackets) to support the operations. In those cases where Working Capital Fund activities
provide the support, that activity will use Working Capital Fund cost authority to procure the
required RFID equipment. If the originating activity is a vendor location, it is the
responsibility of the procuring Agency/MILDEP to procure sufficient RFID equipment to



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Attachment 2 — RFID in support of Combatant Command Asset Visibility

provide lo the vendor to meet the requirement. Additionally, Combatant Commanders are
responsible for coordinating with their Service Components to ensure adequate enroute RFID
infrastructure is acquired and operating at key logistics nodes.

*+]_ayer 4 = Freight container (e.g. 20 or 40 foot SeaVans, 463L Pallets with net)
An article of transport equipment:

* Of a permanent character and accordingly strong enough to be suitable for
repeated use.

* Specially designed to facilitate the carriage of goods by one or more modes
of transport, without intermediate reloading.

» Fitted with devices permitting its ready handling, particularly its transfer
from one mode of transport to another.

»  So designed as to be easy to fill and empty.

* Having an internal volume of 1 m® or more.

* The term “freight container” includes neither vehicles nor conventional
packing.



